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SUMMARY & LEARNING OUTCOMES

Prioritizing security must 
be part of the campus’s 
evolution and planning. 
Effective campus security 
finds balance between 
creating an open, free 
environment and upholding 
the duty to protect people. 
The right solution weighs 
expenditures between 
personnel, technology, 
facility design, and crime 
prevention education to 
develop a program that is 
efficient and affordable. 
Come explore a roadmap to 
planning your security 
guidelines and resources for 
your campus as well as 
participate in a dialogue 
about your campus ideas, 
lessons, and challenges.

1. Outline a security plan 
process that includes 
assembling a committee of 
experts and stakeholders, 
assessing risk, and 
determining how campus 
and building design and 
infrastructure affect security 
and safety.

3. List design and 
implementation strategies 
for grounds, buildings, 
facilities, building access 
control and surveillance, 
emergency power and 
communications, 
mechanical systems, and 
security systems.

2. Describe why the 
security operations center 
(building) is a critical 
component of a master 
security plan and what 
building features are most 
important to upgrade to 
improve campus security.

4. Discuss with peers your 
security plan, what's 
working on your campus, 
and how you important the 
security plan into your 
campus master plan and 
the design of new buildings.
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Summary Learning Outcomes



➜ Current Facts
➜ Planning 
➜ Design + Implementation
➜ Resources

AGENDA
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Current 
Facts

“Being powerful is like being a lady, 
if you have to tell people you are, you aren’t” 

Margaret Thatcher

5



CURRENT FACTS
“Being powerful is like being a lady, if you have to tell people you are, you aren’t” 
Margaret Thatcher
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Reduction
Good news, FBI’s 
study related to 
active shooter/killer 
events has dropped 
in the school setting 
and increased in the 
work setting. 

Weapons
A move away from 
traditional weapons 
to uncommon tools, 
knives & vehicles are 
the most common 
new comers.  

Escape
Escape plans are 
essential to 
removing students 
from danger is the 
priority. 



PREVENTION
“Being powerful is like being a lady, if you have to tell people you are, you aren’t” 
Margaret Thatcher
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➜ Recognize behavior change
➜ Address behavior quickly
➜ Utilize Behavior Intervention Teams (BIT)
➜ Take Action
➜ Well thought out plan to manage the event
➜ Practice plans
➜ Conduct drills under real conditions
➜ Review and readjust



Solutions to response
➜ Run Hide Fight 
➜ ADD (Avoid , Deny, Defend)
➜ Alice (Alert, Lockdown, Inform, Counter, 

Evacuate)

Change Response
Physicians want the Department of Homeland 
Security slogan, Run-Hide-Fight, replaced by a 
new strategy for hospitals, which they called, 
"secure, preserve, fight."

CURRENT FACTS
“No one has a solution … 

everyone has the solution and we cannot agree to one …” 
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9Sandy Hook Elementary School / Svigals + Partners Architects  



Solutions are all over the board
➜ Ohio installing pepper spray system
➜ School Marshal vs. Guardian

○ “Passing the buck” to teachers
○ Teacher medical training 

➜ Only Police should be armed
➜ Texas Appleseed – no police on campus
➜ Arming Teachers makes guns more accessible
➜ What stops a bad guy? A good guy with a gun?
➜ Temperament to carry a gun

WHAT IS BEING SAID
"If I had asked people what they wanted, they would have said faster horses."

Attributed to Henry Ford

10



Just a thought …
ARMING SCHOOL STAFF
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Planning
"Every time you feel yourself being pulled into 

other people's drama, repeat these words: 

Not my circus, not my monkeys."

Polish Proverb
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START UP INFORMATION
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Budget

Programs & Spaces

Special Requirements



➜ Texas schools are required to have a Threat, 
Vulnerability, Risk Assessment (TVRA) less than 
5 years old. Have you read your TVRA?

➜ The TVRA will address all:
○ Natural hazards based on location 
○ Man-made hazards 
○ Shooter | Killer prevention

➜ If they don’t have one, request one for them … 
as without it you cannot plan
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RESEARCH & PRIORITIZE



RISK ASSESMENT – CAP INDEX
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RELi RESILIANCE ACTION LIST
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RESILIENCY PRIORITIZATION
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PLANNING

➜ Client establishes priorities from TVRA

➜ Based on Priorities identified, who? 
1. Decision makers for the client
2. Hands on operators during an emergency 

event
3. First responders

➜ If 2 & 3 are external to the college, have security 
expertise to speak to downstream risks          
(i.e. metal detection = queue lines)
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BUILD YOUR TEAM

Typical Team
Facilities & Operations
IT/AV/Security 
Campus Fire & Life Safety
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Proposed Team
Facilities & Operations
IT/AV/Security 
Campus Fire & Life Safety
+ 
Campus Police
Fire Marshall
NIMS Command Structure
College Operations
Health Operations

BUILD YOUR TEAM

Typical Team
Facilities & Operations
IT/AV/Security 
Campus Fire & Life Safety
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TEAM ROLES

DECISION MAKERS
Listen and make choices 
and decisions. 
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CAMPUS POLICE / 
1ST RESPONDERS
• Entry to the building
• Threat engagment
• Types of weapons
• Engagement training

NIMS COMMAND 
STRUCTURE
• Coordination of event
• medical evacuation 
• media management 
• reunification
• Volunteer 

management

COLLEGE AND HEALTH 
OPERATIONS
• Building 

communication
• managing the chaos
• mental trauma 

FACILITIES & 
OPERATIONS –
CAMPUS FIRE & LIFE 
SAFETY 
• What do you train 

people to do in an 
emergency? 

• Where are escape 
routes and collection 
points?

• How do occupants get 
notification?



GROUP INPUT | DESIGN CONSIDERATIONS

➜ Corners and intersections 
➜ Curved vs straight halls
➜ Walls for hardening
➜ Materials to use 
➜ Escape routes with cover (hard bulletproof 

structure) 
➜ Glass protect it? 
➜ Multiple exits from rooms
➜ Covered Car drop off zones (concealment)
➜ Life safety warning systems (Fire Marshal is open) 
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RISK REDUCTION– CAMPUS CONSTRUTION PLANS
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SAMPLE



OPERATIONS & INFRASTRUCTURE

➜ Security Personnel
➜ Operations Side of Equation

Security Operations Center
➜ Primary Hub
➜ Priorities
➜ Control Center
➜ Old & New Technology
➜ Communications
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Design & 
Implement
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26Vedanta University Medical Precinct Master Plan



27San Jose State University Student Center 



28Texas A&M University Memorial Student Center 



29Louisiana State University Patrick F. Taylor Hall School of Engineering 



30Atrium Strategy
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SAFE ROOMS

Safe Cover in Classrooms



32Safe Cover in Classrooms



33Exiting Strategy



34Clemson University Watt Family Innovation Center 



35Clemson University Watt Family Innovation Center 



WHAT ARE YOUR COUSTOMERS ASKING FOR?

➜ Metal detection
➜ Bulletproof glass
➜ Bulletproof walls
➜ Escape barricades 
➜ No windows
➜ Vestibule protection
➜ Revolving doors
➜ Lock-down systems
➜ Bollards
➜ Partition doors 
➜ Alarms
➜ Safe Rooms

➜ CCTV
➜ Gun shot detection
➜ Bomb Dogs 
➜ Door blocker
➜ Door kickstands
➜ Operable windows
➜ Doors to exterior
➜ Life safety warning 

systems
➜ Panic Buttons
➜ Mass Notification
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SECURITY PLANNING ROADMAP

1. Start Up Information 

2. Research & Prioritize

3. Build a Collaborative Security Planning Team 

4. Security Construction Plan

5. Review & Approval Process

6. Operations Plan

7. Evaluate 
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Answers!

38



Greg Cunningham
Chief of Police 

Greg.Cunningham@hccs.edu
919-641-9991 39

Kimberly Hickson
Principal  

Kimberly.Hickson@perskinswill.com 
713-366-4003



Resources
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1. Start Up Information 
a.    Budget
b. Program
c. Special requirements

2. Research & Prioritize 
Research, Threat Vulnerability Risk Assessment (TVRA), 
CAP Index, prioritize all risks including established security 
countermeasures with the Security Planning Team.

3. Build a Collaborative Security Planning Team 
a. Decision Makers
b. Planning
c. Emergency Operations team (NIMS Command people) 
d. First responders (Internal, external or both) 

Security Planning Roadmap
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4. Security Construction Plan. Create a project or a campus and 
include security countermeasures as identified based on 
highest priorities governed by budget. 

5. Review & Approval Process. Who will review and approve the 
design and at what stages will it be reviewed against the 
Security Construction Plan?

6. Operations Plan. Create an operations plan for new or 
renovated building. 

7. Evaluate. Upon completion, evaluate, access and update 
Security Construction Plan for future work on Campus. 

Security Planning Roadmap – Cont.
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RESOURCES

FEMA 428
Primer to Design 
Safe School Projects 
in case of Terrorist 
Attacks and School 
Shootings
- Security Risk
- Design 

Considerations
- # of Incidents
- Blast
- Toxic Release

CPTED – Crime 
Prevention though 
Environmental 
Design
Multi-disciplinary 
approach to detering 
criminal behavior 
though design.
- Natural 

Surveillance
- Controlled 

Access
- Territorial 

Reinforcement
- Maintenance

USSS – Enhancing 
School Safety Using 
Threat Assessment 
Model
An Operational 
Guide for Preventing 
Targeted School 
Violence
- Threat 

Assessment
- Management 

Options
- Create & 

Promote Safe 
- Training
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RESOURCES

NFPA 72, 2010
Chapter 24: Mass 
Notification
Changes allowing 
fire alarm systems to 
be used as 
emergency 
notification systems

NFPA 3000
Standard for an 
Active 
Shooter/Hostile 
Event Response 
(ASHER) Program
Addresses all 
aspects of the 
process.
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U.S. Secret Service’s Six Principals for Threat 
Assesment Protocols

END RESULT
Targeted violence is the 
end result of an 
understandable, and 
often times discernable 
proecess of thinking and 
behavior. 

STEMS
Targeted violence stems 
from an interation among 
the individula, the 
situation, the setting, and 
the target.

MINDSET
An investigative, 
skeptical, inquisitive 
mindset is critical to the 
successful threat 
assessment. 

FACTS
Effective threat 
assesment is based upon 
facts, rather than on 
characteristics or “traits.”

APPROACH
An “intergrated systems 
approach” should guide 
threat assesment 
inquiries and 
investigations.

THREAT
The central question in 
threat assessment 
inquiry or investigation is 
whether a student poses 
a threat, not whether the 
student has made a 
threat. 

45Source: Fein, et. al,., 2002


